WIRING & GROUNDING
PRACTICES

AS RELATED TO ACCESS CONTROL SYSTEMS
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Grounds are imporiant to system rcliability. The
main electricat service entrance (o a facility has a ground
supplied that we will call "Service Ground". This is the only
power ground that can be vsed 1o meet NEC. Confusion
results here from references 1o power, signal, and lightning
grounds, as being different grounds. Ultimately all grounds
must connect to the Service Ground, but they will reach that
point via different paths. Many commercial and industrial
facilities use a Conduit ground and not 3 separate conductor
run back 1o Service Ground. .

Today's computers are especially sensitive to ground
problems. A seperate ground wire MUST be run WITH the
power wiring all the way back to the service ground WITH-
OQUT ANY OTHER SYSTEM CONNECTIONS. This is
called an "isolated ground” and requires an orange colored
outlet,

Suppose a ground circuit had a | ohm resistance, and the
cquipment draws 20 amps. By OHM'S LAW we can see that
a 20 volt difference of potential would exist, When the
equipment isconnected to a remote unit with aproper gronad,
that difference would already exisi - enough to destroy some
of the newer integrated circuits.

This problem is enhanced by the fact that many devices
such as heaters and some fans induce a leakage current into
the ground wire. These devices will often trip ground faul
detectors by sending a noise spike down the ground tead. This
Same noise spike can cause problems with the highly sensi-
tive integrated circuits we now utilize in sccurily equipment.
This is why the isolated ground circuits are not connecled to
any other ground circuit, but run direcily to the Service
Ground,

Many lightning suppression devices require a separate
earth grovnd, most often this is also ted (o the Service
Ground. The manufacturers recommendations must be fol-
lowed for these devices, Lightning will not tavel around
corners. The pulse of power is 5o fast thatany inductance will
appear as a high resistance path. When a wite is bent around
acorner, or & loop made in a wire such as the loop in the wire
atthe building service entrance, a high impedance to the very
fastlightning pulses is created. The lightning pulse will try to
find a low impedance path to ground. Lightning suppression
devices instalied on the interior must be connected to the
same ground connection as the cabinel with as short a
connetion as possible.

Many problems are related 10 ground loops. These are
caused by difference in potential that exists between two
connected points. Qften the ground loop is also related Lo the
L noise induced into a conductor.

Shielding of ¢onductors is both the solution and the
colprit in many noise problems. Placing 2 shield around a
wire o pair of wires prevents a magnelic field from crossing
the wires and inducing an unwanted voltage. This resolves
the problem with the unwanted exception that the shield is

! n r that pi induced noise from magneti
figlds as well, A place for the voltage to drain off must be
provided. This is done by connecting the shield to ground at
the end of the wire run. When the shield is connecie

ground at both ends, g current will flow if a differepce of

otential exi tween the gy ints.(Figure5)frefer to
previous discussion of grounding)
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The current flow in the shield will induce a vollage into
the enclosed wires, and the signal wires are noisy again, This
may actually be worse than when we started because the
grounds may have more noise than the wire we tried to shietd
the signal from initially, To defeat this problerm. the : shield s

only grounded at one end, (Figuse 6).
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With nocurremt flawing, no magnetic field is created, but
a means o drain the voltage off the shield to gronnd is
provided. ng runs with multiple connegtion hiel
jsconnmtwtogcmerﬁlmeconmmmw
anywhefe except al a single point at the beginning of the run.
(Figure 7).
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B Almostal control devices utitized in the security indus-

Ay today are comprised of integrated circuits, Controls that
required thousands of components years ago are now con-
tained on a single IC costing less than a doltar,

As the devices become smaller they operate at lower
vollages and are much more susceptible to "noise”
and damage by Improper installation than the older devices.

Older systems were not sensitive to these problems so
very little attention was paid w0 wiring. The newer systems
require careful attention o the practices outlined by the
NATIONAL ELECTRIC CODE (NEC, part 70),

For years the audio and instrumentation industrics have
adhiered {o these wiring practces 1o eliminate hum, ground
loops and lightning. The security indusuy must now also
make these wiring practicesa way of life if they ars to coexist
with integrated circuits and ficroprocessor technology,

Let's review some of the basics of eleclrical circuis.
Whena current flows through a conductor a magnetic ficld is
created (Figure 1), This field surrounds the conductor com-
pletely.
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The extent of this ficld depends on how greatthe current
through the conductor is. When a second wire is placed near
the.conductor, a voltage is induced in the wire as the magnetic
lines of force cut through the wire. (Figure 2).

This is the basis for the design and operation of trans-_’
foriners. The closer the wirgs are (o each other, the more lines
of force are cut and the greater the induced voliage. Howaever,
if no current exists within the wire, no field is created no
matler what the voliage is.

When {wo wires run ¢lose to anothey conductor that has
noise on it, one wire is always closer 1o the noisy conductor
than the other. No matter how hard you try, it would be
impossible to get the same voltage induced in both
wires.(Figure 3)
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By twisting the conductors as a twisted pair, nearly the
same voltage will be induced in both wires.(Figure 4)

The voliage must be 180 degrees out of phase, that is if
one is positive the other must be negative for a circuit 1o be
formed and current to flow. When the induced voltage on
both wires isof the same polarity, no curvent flows cancelling
the noisy signal. This is called *Common Mode Rejection"”,
Some circuits do this better than others. Unbalanced circuits
(circuits with one side connected to ground) can set up a path
for secondary current flow 50 they are not very effective.
Ratanced circuits float both wires above ground and are very
elfective for comemon mode rejection.

It should ncludad from th ve examples;

L. Never run high voltage wiring to strikes or relays adjacent
to low voltage wiring such as that 1o card readers,

data communications cables, or alann inputs,

2. Always use shielded cable for sensitive cable runs, and
follow the rules concerning shields described herein.

3. Use twisted pairs for data cables whenever applicable,
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With AC voliges the signal is changing from one
polarity tothe other, with current flowing in one dircetion and
then reversing. Since the signal travels at a finite speed along
the wire it is possible to have differing polaritics on the same
wire - this is called standing wave, This is the basis for
speeific lengihs of wire being used as antennas for radin,

As a wire approaches a substantial portion of a wave
lengih, this standing wave acts like an antenna and current
can actually flow [rom the wire radiating the signal, This
again could interfere with the signat on the shielded wires by’
inducing the noise into them. A wire cut o these specific
lengths, even a ground lead, may act as an anicnna receiving
the signal or noise and causing problems.

For long cable runs, an alternate method is to erminate

the shield at ane end enly, however, terminate at each contrgl
point and do not connget the shields through. This breaks up

the standing wave and reduces the antenna effect,
Figure ),

components induce a voltage that is several thousand volys,
cventhough the applied voltage is only 12 volis in mosteases,

Relays, door surikes, and clectro-miagnetic tocks are all
inductors and all cause the same kind of effect as the auto
igniton system previously described, On release of current
fromthecoil, alargeinductive spike is sent back to the, system
« the wiring acts as the capacitor. Besides the CMF spike
causing possible circuit malfunction, it also causes an arc at
the contacts of the controlling relay shortening the contaet
life. A common praclice is to add a reverse biased diode
across the inductor {0 act a5 a short circuit (o the CMF, Itig

mely important thi ¢ instailed at (he con (f
device in arder 1o bleed the field RrioTAQ if's traveling through
the wining 1o the control panel, (FIGURE 10)

‘The reverse diode is used of course for DC type devices
only. For AC devices an MOV (Metal Oxide Varistor) with
a rating of approximately 25 % greater than the applied
voltage will sometimes work. In some cases AC devices may

e

They work very much tke an aulo ignition system, (Figurc 9).
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{ FIGURE 9]
When the vollage is removed from the coil by the points
opening, the ficld collapses on the coil generating a counter
magnetic force (CMF) and current flows in the opposite
direction. The capacitor across the points enhance the effecy
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Agan ao curren( path is provided and a voltage drain is
pravided so the difference in potential is unimportant. Thisis | + %P“*O//
the recommended procedure for shiclding from RF signals , CONTROLLED

Many of the problems encountered in access control “{ DEVICE
seem o refate 1o the controtled devices such as relays,
solenoids, doar strikes, ete. These are all inductive devices, | i

[ FIGURE 10 f

be converted to DC by the addition of 2 rectifier and then a
reverse diode installed as indicated,

Notice in Figure 10 the resistor and capacitor network
across the refay contacts, This is commonly called a "snub-
ber. It's purpose is to add a time constant releasing the
voltage slowly and reducing the effect of CMF. The capacitor
should be a disc type with a voliage rating four times the
applied voltage and a value of .05 to .2 mfd. The resistor
should be between 39 and 100 ohns - 1/2 watt, The manufacs
turer of the equiprnent may install the snubber during many-
facture.

An understanding of noise problem ¢ )
food ingtallation and grounding practices will result in feswer

installatiop problems, fewer service calls, and much more
reliable performance,

|

. by requiring a fairly large current to charge up. Together the
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